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Introduction:  Wade Walker / Lindsay Cowan / Austin Kelly

Microsoft Defender Security Solutions for Microsoft 365 and Azure

 Overview

 Microsoft Defender Services in Microsoft 365

 Microsoft Defender Services in Azure

 Microsoft 365 Defender + Azure Defender + Sentinel

 Defender Licensing

Q & A / Wrap Up

Today’s Agenda



• Business is moving to the Cloud at a rapid pace

• We help companies develop a comprehensive Cloud 

strategy that delivers the right technology at the right time

• Build upon the Microsoft Cloud platform

• Leverage our expertise for Microsoft Cloud consulting, 

licensing, implementation and support

• Together we can help you develop a modern infrastructure 

with an ecosystem of products and services that are: 

• Secure

• Built to work together

• Supported

• Able to grow and pivot as business needs change



Azure is “The World’s Computer”

https://azure.microsoft.com/en-us/global-infrastructure/regions/



https://aka.ms/AzureCompliancehttps://products.office.com/en-us/business/office-365-trust-center-welcome

http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/
https://aka.ms/AzureCompliance
https://products.office.com/en-us/business/office-365-trust-center-welcome


Overview















Microsoft 
Defender 
Services in 
Microsoft 365





Microsoft 365 Defender Portal 
for All Products:

Microsoft 365 Defender Portal 
for Specific Incident:





Secure Score helps 

organizations:

• Report on the current state of 

the organization's security 

posture.

• Improve their security posture 

by providing discoverability, 

visibility, guidance, and 

control.

• Compare with benchmarks 

and establish key 

performance indicators (KPIs).



Microsoft 
Defender 
Services in 
Azure

Austin Kelly











Microsoft 
Defender + 
Azure 
Defender + 
Sentinel











Microsoft 

Defender 

Licensing



https://aka.ms/MCRA

S3

Azure Active Directory

Azure Key Vault

Azure Backup

GitHub Advanced Security – Secure development and software supply chain

Defender for Cloud – Cross-Platform Cloud Security Posture Management (CSPM)

B2B B2C

Azure AD App Proxy
Beyond User VPN

Security Documentation

Microsoft Best Practices

Top 10
Benchmarks CAF WAF

Security & Other Services

Discover

Protect

ClassifyMonitor

Microsoft Sentinel – Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT

Endpoint
& Server/VM

Office 365
Email and Apps

Cloud 
Azure, AWS, GCP, 
On Premises & 
other 3rd  party 
clouds

Identity
Cloud & 

On-Premises

SaaS

Cloud Apps

Other Tools, 
Logs, & Data 
Sources

+ More

OT, IoT, SQL, 
and more

https://docs.microsoft.com/azure/purview/overview
https://aka.ms/MCRA
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/microsoft-365/compliance/information-protection?view=o365-worldwide
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/azure/active-directory/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/services/site-recovery/
https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
https://aka.ms/STP
https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/azure/lighthouse/overview
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/blog/regulatory-compliance-dashboard-in-azure-security-center-now-available/
https://docs.microsoft.com/azure/security-center/secure-score-security-controls
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/microsoft-365/compliance/ediscovery
https://support.office.com/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
https://docs.microsoft.com/azure/defender-for-iot/
http://www.microsoft.com/SDL
https://servicetrust.microsoft.com/
https://aka.ms/threatintelligence
https://docs.microsoft.com/defender-for-identity/what-is
https://docs.microsoft.com/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/azure/active-directory-b2c/
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://www.microsoft.com/account/authenticator
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/azure/active-directory/governance/identity-governance-overview
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-security-key
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/marketplace/
https://azure.microsoft.com/blog/security-and-compliance-in-azure-stack/
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy
https://aka.ms/SecurityDocs
https://aka.ms/SecurityDocs
https://aka.ms/SecurityBestPractices
https://aka.ms/azuresecuritytop10
https://aka.ms/benchmarkdocs
https://aka.ms/CAFSecurity
https://aka.ms/WAFSecurity
https://docs.microsoft.com/azure/
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
https://docs.microsoft.com/microsoft-365/compliance/compliance-score-calculation
https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/mem/configmgr/
https://aka.ms/spa
https://aka.ms/PAW
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://aka.ms/AzureSentinel
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection




Contact us for a free consultation

https://www.biggreenit.com/30-minute-microsoft-cloud-consultation/




Microsoft’s Five Best Practices for Cloud Security:  Five Best Practices for Cloud Security | Microsoft

Microsoft Digital Defense Report (October 2021):  Microsoft Digital Defense Report OCTOBER 2021

Microsoft Security Best Practices:  Microsoft Security Best Practices | Microsoft Learn

Microsoft Defender Product Family:  Microsoft Defender Product Family | Microsoft Security

Microsoft 365 Secure Score:  Microsoft Secure Score | Microsoft Learn

Microsoft 365 Defender Portal:  Microsoft 365 Defender portal | Microsoft Learn

Microsoft Defender for Cloud:  Microsoft Defender for Cloud - CSPM & CWPP | Microsoft Azure

Microsoft Defender for Cloud Secure Score:  Security posture for Microsoft Defender for Cloud | 

Microsoft Learn

Microsoft Cloud for Servers:  Integration with Microsoft Defender for Cloud | Microsoft Learn

Azure Sentinel:  Azure Sentinel – Cloud-native SIEM Solution | Microsoft Azure

https://azure.microsoft.com/en-us/resources/five-best-practices-for-cloud-security/
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWMFIi
https://learn.microsoft.com/en-us/security/compass/compass
https://www.microsoft.com/en-us/security/business/microsoft-defender
https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender-portal?view=o365-worldwide
https://azure.microsoft.com/en-us/products/defender-for-cloud/
https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls
https://learn.microsoft.com/en-us/azure/defender-for-cloud/secure-score-security-controls
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/azure-server-integration?view=o365-worldwide
https://azure.microsoft.com/en-us/products/microsoft-sentinel/


• LinkedIn

• https://www.linkedin.com/in/waderwalker/

• https://www.linkedin.com/in/lindsaybcowan/

• https://www.linkedin.com/in/a1k/

• Big Green IT:  Free Microsoft Security Consultation

• Microsoft Data Center Optimization (DCO)

• Microsoft Premier Support

• Microsoft Partner Advisory Council

• Microsoft Co-Partner / Partner-to-Partner

• International Association of Microsoft Channel 

Partners (IAMCP)

Questions?
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